cCOO=
Group Security Settings

SECURITY

USER AND GROUP SECURITY - GROUP
SECURITY SETTINGS

In User Group and Security, you can create new users, assign users to groups,

and set user group security, i.e. what a user may or may not have access to in

BPO.

A user must be created for each employee who is required to log on to BPO.
Each user is placed in a security group and security rights are set for that

group. Here we will outline how to set those group rights.

Ribbon Access: Configurator > Security > User and Group Security
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{@} = BPO Configurator : Version 1.0.0.21 - Example Company - o i
Accounts  CallCentre  Company  Contract  Departments  HumanResources  Inventory  Reportng  Sales  Scheduing | Securty | Services  StaticData

-3 ® | B o
User Management | User and Group | Grid Captions  Re-Register
Security
Processing
Open Windows | 1octzo1s 1|

The User Rights screen will be displayed.

SELECT USER GROUP

* Click on the drop-down arrow in the Find Group ribbon frame.
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{@} = User Rights - BPO Configurator ; Version 1.0.0.21 - Brample Company - m] X
iHnme | Accounts call centre Company Contract  Departments Human Resources Inventory  Reporting sales  scheduling  Security Services  StaticData -~ & X
= ] = S
HO [/ T O
[Editvalue is ...

Save  Back | Savelayout Workspaces SaveFiter | Refresh

Process Format | FndGow .
*

Open Windows ~ | 1oc21s 7|

1. The Group Name list will be displayed.
2. Click on the particular group name that you wish to set the security set-

tings for.
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= User Rights - BPO Configurator : Version 1.1.0.1 - Bxample Company - O X
Home | Accounts CallCentre Company Contract Departments HumanResources Inventory Reporting Sales  Scheduling Security Services StaticData — & X
Ho = %
E @ [Editvalueis ... | = =
Save Back. Savelayout Workspaces SaweFilter | Refresh
- MName # Description &
CAD  Accounts Administration
ACMA  Accounts Management
ADMN  Administration
¢ CCAD  Call Centre Administration
CCMA | Call Centre Management
CRAD  CRM Administration
CRMA  CRM Management > 9
)
X Z 5_?
Open Windows 030ec2018 .|

* The data grid will be populated with the relevant codes for the

selected user group.

¥

User Rights - BPO Configurator: Version 1.1.0.3 - TEST ALPHA - JUDITH PC LOCAL -

Home | Accounts CallCentre Company Contract Departments HumanResources Inventory Reportng Sales Scheduling  Security Services StaticDate — & 20X
: v 0
O = % O
Save Back Save Layout Workspaces SaveFilter | Refresh
Format
Code CodeDescription CodeType Accesslevel | Description

L]

3 ASMN_MAIN Assets MAIN 2 Full Access
FMNLC_MAIN Functional Locations MAIN 4 No Access
CTRT_MAIN Contracts MAIN 4 No Access
FIN_MAIN Finance MAIN 4 No Access
HR_MAIN Human Resources MAIN L Mo Access
INVN_MAIN Inventory MAIN 4 No Access
MAINT_MAIN Maintenance MAIN 4 No Access
PROJ_MAIN Projects MATIN 4 Mo Access
PROD_MAIN Manufacturing MAIN 4 Mo Access
PRCH_MAIN Procurement MAIN 4 No Access
SALS_MAIN Sales MATN 4 No Access
REPT_MAIN Reparting MAIN 4 Mo Access
UTIL_MAIN Utilities MATN 5 No Access
SERV_MAIN Service MAIN 4 No Access
REPORT_MAIN Reports MAIN 4 Mo Access
CONFIG Configurator MAIN 4 Mo Access

Open Windows ~ 01 Apr 2019 4
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ACCESS TYPES:

* System: This sets the system functionality security (whether the
user is able to perform the function)

* Menu Access: This access type sets the security for the ability to
select the item in the BPO menu.

* All Other Access Types: This sets the security for each individual

screen, and items within that screen.

ACCESS LEVELS:

1 - Unlimited Access: Access to all parts of the system.

2 - Full Access: Access to all parts of the system.
3 - Limited Access: Read Only.
4 - No Access: Not accessible in BPO.

SET ACCESS LEVEL

e Select the code you wish you set the Access Level for.
* In this image, FNLC_MAIN is selected.
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- User Rights - BPO Configurator: Version 1.1.0.3 - TEST ALPHA - JUDITH PC LOCAL - O X
. Home ac\:oums CallCentre  Company Contract Depar_tments Human Rasour_oes Inventory Reportng Sales Scheduling  Security Services StaticDate = & @ X |
= w A Accounts Ad... ¥
Save Back Save Layout Workspaces SaveFilter | Refresh
-
Code CodeDescription CodeType Acresslevel  Description
:
ASMN_MAIN Assets MAIN 2 Full Access
FMNLC_MAIN Functional Locations MAIN 4 No Access
CTRT_MAIN Contracts MAIN 4 No Access
FIN_MAIM Finance MAIN 4 Mo Access
HR_MAIN Human Resources MAIN i ; No Access
INVN_MAIN Inventory MAIN 4 No Access
MAINT_MAIN Maintenance MAIN 4 Mo Access
PROJ_MAIN Projects MAIN 4 No Access
PROD_MAIN Manufacturing MAIN 4 Mo Access
PRCH_MAIN Procurement MAIN 4 No Access
SALS_MAIN Sales MAIN 4 Mo Access
REPT_MAIN Reporting MAIN 4 No Access
UTIL_MAIN Utilities MAIN 4 Mo Access
SERV_MAIN Service MAIN 4 No Access
REPORT_MAIN Reports MAIN b Mo Access
CONFIG Configurator MATIN 4 Mo Access
Open Windows v olApr2018

e Click in the Access Level field of the selected row.

e A drop-down arrow will appear.

: Home | Accounts CallCentre  Company Contract Departments HumanResources Inventory Reportng Sales  Schedulng  Security Services StaticDats — & 20X

User Rights - BPO Configurator : Version 1.1.0.3 - TEST ALPHA - JUDITH PC LOCAL — m] X

(iLE] K > RNy
w E m had Accounts Ad... ¥
Save Back | Savelayout Workspaces SaveFilter | Refresh
-
r Format
Code CodeDescription CodeType Acresslevel  Description
s
ASMN_MAIN Assets MAIN 2 Full Access
i FNLC_MAIN Functional Locations MAIN Mo Access
CTRT_MAIN Contracts MAIN 4 No Access
FIN_MAIM Finance MAIN 4 Mo Access
HR_MAIN Human Resources MAIN L § Mo Access
INVN_MAIN Inventory MAIN 4 No Access
MAINT_MAIN Maintenance MAIN 4 No Access
PROJ_MAIN Projects MAIN 4 No Access
PROD_MAIN Manufacturing MAIN 4 Mo Access
PRCH_MAIN Procurement MAIN 4+ No Access
SALS_MAIN Sales MAIN 4 Mo Access
REPT_MAIN Reporting MAIN 4 No Access
UTIL_MAIN Utilities MAIN 4 Mo Access
SERV_MAIN Service MAIN 4 No Access
REPORT_MAIN Reports MAIN b Mo Access
CONFIG Configurator MAIN 4 Mo Access
Open Windows v O1Apr2018

* Click on this arrow to display the Access Level Code drop-down

menu.
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» Select the level that you wish to apply to the selected code.
* In this image, 2 - Full Access is selected.

- User Rights - BPO Configurator : Version 1.1.0.3 - TEST ALPHA - JUDITH PC LOCAL - o x
Home | Accounts CallCentre  Company Conbact Departments HumanResources Inventory Reporting  Ssles  Scheduing  Seaurity Services  StalicData — & X%
=T =
5 - / )

B0 8 B % & .-

Save Back | Savelayout Workspaces SaveFiter | Refresh
Code .codeomoon CodeType .M:cesstevd. .Desc-onon

A
Bl ASMN_MAIN Assets MAIN 2 Full Access

£ B FLC_MAIN Functional Locations MAIN 3= MoAccess
B CTRT_MAIN Contracts MAIN fidCode % fAdCodeDescription
B FIN_MAIN Finance MAIN 1 Unlimited Access

2 Access

B HR_MAIN Human Resources MAIN 3 Timited Acoess
B INvN_MAIN Inventory MAIN 4 Mo Access
B MAINT_MAIN Maintenance MAIN
& PROJ_MAIN Projects MAIN
[ PROD_MAIN Manufacturing MAIN x
[ PRCH_MAIN Procurement MAIN ) Tio Rccess
SALS_MAIN Sales MAIN 4 No Access
B REPT_MAIN Reporting MAIN % Mo Access
B UTIL_MAIN Utlites MAIN 4 No Access
& SERV_MAIN Service MAIN 4 No Access
Bl REPORT_MAIN Reports MAIN 4 No Access
 CONFIG Configurator MAIN 4 No Access

Open Windows ~ 01Apr2019 5

As you select the access level, Level 1 and Level 2 grids will expand.

* Level 1: This is the main data grid with the access level you have
set above.
* Level 2: This is a sub grid that contains sub codes of Level 1.

* You can also set access levels on each of these sub codes.
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. ¥ User Rights - BPO Configurator: Version 1.1.0.3 - TEST ALPHA - JUDITH PC LOCAL — O x
_ Home _.f\u:uunts CallCentre  Company Contract Depar_h‘nents Human Resuur_ces Inventory Reporting Sales Scheduling Secwrity Services StaticData — & X
O B TR < R —
Accounts Ad... ¥
Save Back Save Layout \Workspaces Save Filter | Refresh
Pracess Format | Cur | Find
Code CodeDescription CodeType Accesslevel  Description
2 -
ASMN_MAIN Assets MAIN 2 Full Access i
» O FNLC_MAIN Functional Locations MAIN 2 « Full Access
| Level1 | I
a Code CodeDescription CodeType AccessType  SortOrder Accesslevel | Description fid Control ... i
L
» B FILC Functional Locations FNLC_MAIN SYST 02 Full Access ] |
| Level2 |
.q Code CodeDescription CodeType AccessType  SortOrder Accesslevel  Description fid Contral ...
®
3 FLMT Maintenance Methodaology FNLC SYST o2 Full Access ,‘:
FNLCMT  Functional Locations Maintain FNLC SYsT 02 Full Access ]
CTRT_MAIN Contracts MAIN 4 Mo Access
FIN_MAIN Finance MAIN h Mo Access
HR_MAIN Human Resources MAIN 4 Mo Access
INVN_MAIN Inventory MAIN 4 Mo Access
[F_MATNT MATN MATN 4 Ho A X
Open Windows + | .UlAprlUlg =

SET ACCESS LEVELS ON SUB CODES

* Inthe Level 2 sub grid, in the row of the code you wish to set an
access level for, click in the Access Level column.
* The Access Level Codes menu will drop-down.
* Click on the Access Level you require.
* Inthis image, access level 4 - No Access is selected for
FLMT.
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v User Rights - BPO Configurator : Version 1.1.0.3 - TEST ALPHA - JUDITH PC LOCAL a X
Home | Accounts CaliCentre Company Contract Departments HumanResources Inventory Reportng  Sales  Scheduing  Securty  Services  StatcData — & X
B R B % o
- Accounts Ad... ¥
Save Back | Savelayout Workspaces SaveFiter | Refresh
-
Code CodeDescription CodeType Accesstevel  Description
v -
B ASMN_MAIN Assets MAIN 2 Full Access
+ B FNLC_MAIN Functional Locations MAIN 2 = Full Access
Level 1
2 Code CodeDescription CodeType AccessType  SortOrder | Accessievel | Desaription fid Control Type
v
» B RaC Functional Locations FNLC_MAIN SYST 02 Full Access
Level 2
a Code CodeDescription CodeType AccessType  SortOrder Accesslevel  Description fid Control Type
L]
£ FIMT  Mantenance Methodology FNLC srsT ] Ful Access =1
FNLCMT  Functional Locations Maintain FNLC SYST 0 |fidCode M fidCodeDescription
— 1 Unlimited Access
B CTRT_MAIN Contracts MAIN 4 Nof2 Full Access
B AN _MAN MAIN Y 3 Limited Access
4 No Access
B HR_MAIN Human Resources MAIN 4 Noj
B INVN_MAIN Inventory MAIN 4 Noj
Bl MAINT_MAIN Mantenance MAIN 4 nol
B PROI_MAIN Projects MAIN 4 [
E PROD MAIN Manufacturing MAIN. 4 Mo Access. =
(Open Windows ~ 0lApr 2015 5

* The Access Level and Description will change to the one that was

selected.

* In this image, the Access Level and Description has

changed to 4 - No Access.

hd User Rights - BPO Configurator : Version 1.1,0.3 - TEST ALPHA - JUDITH PC LOCAL - O X
E‘ Accounts  Call Centre  Company Contract Departments HumanResources  Inventory Reporting Sales Scheduling  Security  Services: StaticData — & 020X
. = e
O B R -
Accounts Ad... +
Save Back Save Layout Workspaces SaveFilter | Refresh
-
Process | Format 4| Cur.. 4|  FindGroup M|
Code CodeDescription CodeType Accesslevel | Description
v -
ASMMN_MAIN Assets MAIN 2 Full Access
» [ FNLC_MAIN Functional Locations MAIN b * | Full Access
Level 1
4, Code CodeDescription CodeType AccessType | SortOrder  Accesslevel | Description fid Control Type
‘. |
» B FNLC Functional Locations FNLC_MAIN SYsT 02 Full Access ]
I Level 2 ‘
. Code CodeDescription CodeType AccessType  SortOrder | Accesslevel  Description fid Control Type
.
I ¢ FIMT  Maintenance Methodology FuLC sysT o4 ~ o Access | ™
FNLCMT  Functional Locations Maintain FNLC SYST 0z Full Access ]
CTRT_MAIN Contracts MAIN 4 No Access
FIN_MAIN Finance MAIN L Mo Access
HR_MAIN Human Resources MAIN 4 No Access
INVN_MAIN Inventory MAIN 4 No Access
IF_MATNT MATN MATH 4 hin & =
Open Windows = | oiAprzo1s D)

e Once all changes have been made, click on Save.
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¥ User Rights - BPO Configurator : Version 1.1.0.3 - TEST ALPHA - JUDITH PC LOCAL - EL X
!Hume ‘ Accounts  CallCentre Company Contract  Departments  HumanResources  Inwentory Reporting  Sales  Scheduling Security  Services: StaticData — p 8
O R B % O ...
= T ’
= E @ Accounts Ad... ¥
Save | Back i Savelayout Workspaces SaveFiter | Refresh |
.| 4| Cur 4| i
CodeDescription CodeType Accesslevel | Description
¢ -
ASMN_MATN Assets MAIN 2 Full Access
b B FNLC_MAIN Functional Locations MAIN 2 T Full Access
| tevelt |
2 | Code CodeDescription CodeType AccessType  SortOrder Accesslevel | Description fid Control Type
¥
» B FILC Functonal Locations FNLC_MAIN SYST 02 Full Access ]
| teverz |
a Code CodeDescription CodeType AccessType  SortOrder Accesslevel  Description fid Contral Type
L]
T FLMT Maintenance Methodology FMLC SYST 04 ~ No Access
FNLCMT Functional Locations Maintain FNLC SYST 2 Full Access
CTRT_MAIN Contracts MAIN 4 Mo Access
FIN_MAIN Finance MAIN L No Access
HR_MAIN Human Resources MAIN 4 Mo Access
INVN_MAIN Inventory MAIN 4 No Access
IFl_MATNT MAT MATH 2 N A B
Open Windows ~ | |o1Apr2019  Z|
* Level 2 sub grid will close.
o . . .
* A User Rights pop up message will be displayed telling you;
. ights updated Il
User Rights updated successfully.
* Click on Ok.
hd User Rights - BPO Configurator: Version 1.1.0.3 - TEST ALPHA - JUDITH PC LOCAL - EL X
[ Home \ Accounts  Call Centre  Company Contract Departments HumanResources Inventory Reporting Sales Scheduling Security Services: StaticData — x
O % B % O
= A
- E @ Accounts Ad... T
Save Back | Savelayout Workspaces SaveFilter | Refresh |
. Format o, J |
CodeDescription CodeType Acresslevel | Description
+ -
ASMM_MATN Assets MATN 2 Full Access
» B FMLC_MAIN Functional Locations MAIN 2 ~  Full Access
J Level 1 |
2 Code CodeDesaription CodeType scription fid Control Type
L] x
» FMLC Functional Locations FMNLC_MAIN Access
CTRT_MAIN Contracts o User Rights updated successfully. Access
FIN_MAIN Finance Access
HR_MATN Human Resources
IMVN_MAIN Inventary
MAINT_MAIN Maintenance
PROI_MAIN Projects MAIN b i No Access
PROD_MAIN Manufacturing MAIN 4 No Access
PRCH_MAIN Procurement MAIN 4 No Access
SALS_MAIN Sales MAIN 4 Mo Access
REPT_MAIN Reporting MAIN % Mo Access =
Open Windows | oimprEoe D
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Note: Ask the users within that group to log out of and back into
BPO to ensure that they are working within the updated group
security right.

IMPORTANT NOTES:

* If you are setting up a new group from scratch, it is a good idea to
set the 'Company Modules: Site' Access Type first, otherwise
you cannot assign a user to this group you have created, and the
user will not be able to log into BPO.

» Set the site (branch) security dependant on which sites the user

may have access to.

Related Topics

e Security - User Group and Security

¢ User Group and Security - Edit a User

¢ User Group and Security - Create New Group

¢ User Group and Security - Procurement Authorisation

¢ User Group and Security - Purchase Requisition Release for Approval

Override

MNU.085.004
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